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1. Introduction

The effectiveness of the overall environment for transversal systems depends on the
way various conftrols are applied at the DR AB Xuma Local Municipality. Where any
of the fransversal systems have material control weaknesses in their particular

environment, the effectiveness of the overall control environment may be impaired
and may lead to increased risks.

It is therefore necessary to issue municipality prescripts with general controls
over those transversal systems used by departments.

2. Purpose
The purpose of this policy is to provide an overview of the minimum requirements

employees should adhere to when using, managing and administering fransversal
systems within the department.

This municipal policy has been designed to assist employees of the
municipality with the application of the minimum requirements.

3. Scope

The policy applies to all business units, employees, suppliers and contractors
within the Engcobo Local Municipality that uses the systems.

4. Roles and responsibilities

4.1 Head of Department (HOD)

a) The HoD is responsible for ensuring that adequate risk mitigation practices
are in place for the effective oversight and management of outsourcing
arrangements.

b} The HoD, working in conjunction with managers, shall be responsible for
ensuring the effective implementation and compliance of the Dr. A. B.
Xuma Local Municipality policies, standards and procedures.

4.2 Assistant Manager IT

The Assistant Manager IT or his/her delegate shall designate a system controller /
Chief Payroll administrator/ Chief Personnel Administrator and system administrator
for each of the systems used by the municipality.

4.3 System controller/ Chief Payroll Administrator/ Chief Personnel Administrator

A system controller/ Chief Payroll Administrator/ Chief Personnel Administrator is
responsible for:

a) the effective, efficient, economical and fransparent use of the system
under his/her conftrol;

b) Informing all users of significant changes to system functionality and/or
operations.

c) Creation of users on Promun, etc (setup and maintaining account)
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d)  Maintaining systems peripherals and making sure that they are working
properly

e) Removal/deletion of user

profiles. f)  Deactivation of user

profiles.

g) Registration and licensing of the system. (not applicable to

Payday)

h) Printing of monthly access control registers (audit
trails}). i)  Documentationin form of internal
procedures

1) Password and identity

management

4.4 System Adminisirator/ Payroll Officer / HR Officer

System Administrator/ Chief Payroll Officer Administrator/ Chief Personnel
HR Officer responsible for:

a) Update system as soon as new version of OS and application software
comes out

b} Implement the policies for the use of the computer system and network

c) Checking and approving the appropriate rights/privileges of users.
d) A system administrator must have a strong grasp of computer security
knowledge (e.g. firewalls and infrusion detection, etc.)

e) Daily and monthly backups
f) Authorisation of system transactions processes or removal of transactions
blocking queue on the system and change of configurations (i.e. Venus).

g) Ensure system access control report is monitored and reviewed
quarterly.

4.5 Risk Management committee

The Risk Management committee
should:

a) regularly review compliance with the System Policy;
b)  Regularly review reports on System Policy
compliance.

4.6 Internal audit
a)  Aninternal audit is authorised by management to assess compliance with
all corporate policies at any time.

b) The internal audit shall assist with audits of the System Policy, including
security compliance audits, and advise management on the risks and
conftrols relating to all financial systems environment.

5. Policy statement

It is the policy of the municipality to effectively, efficiently, economically: and
transparently Engcobo Local municipality administer and manage transversal
systems utilised by the municipality and to only grant access to authorised
employees.
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5.1 Creating users (Promun)

Q) The user shall fill in and sign the user registration
form.

b) The user’s supervisor have to complete a form allocating functions in Venus
that they would require to perform their duties.

c) The Unit Manager and the System Administrator/ Chief Payroll Officer

Administrator/ Chief Personnel HR Officer
. shall form part of the approval process.

d) Such access, including the appropriate access rights and/or privileges, shall
be recorded in an Access Confrol Register Report. A report drawn on a
quarterly basis shall be regarded as an Access Control Register.

e) Such records shall be regarded as “highly confidential” documents and
will be safeguarded accordingly by appointed System Administrator/ Chief
Payroll Officer Administrator/ Chief Personnel HR Officer

f)  System Administrator/ Chief Payroll Officer Administrator/ Chief Personnel HR
Officer shall only

create users based on a completed form which is signed by Assistant Manager
IT.

A Delegation of Authority letter shall accompany the User Registration form if
the

delegated approvers are not available. The System Administrator will create
the user on Promun. Rights will be allocated as per indicated on the application
form.

5.2 Removal of user profiles when the user resigns or is transferred

a) The system conftroller’s/ Payroll Officer/HR Officer shall ensure that the user's
profile will be removed on the last working day of the user and update other

system controllers/ Payroll Officer/HR Officer for fermination.
b) The Promun Administrator will disable user profiles on their last working day of
service in the operating system.

If the user is suspended all previous history is still available to audit.

5.3 Deactivation of user profiles

c) Users who are inactive for more than 920 days shall be deactivated by the
system controller/ Payroll Officer/HR Officer.

d) Deactivated users are required to fillin an Access Control form to reactivate
theiraccess. e)  The user Access Control form shall be approved by the
System Administrator/ Unit Manager and endorsed by the system controller
Payroll Officer/HR Officer

5.4 Verification of validity of system-level access granted to users

a) The system conftroller/ Payroll Officer/HR Officer shall perform periodic checks
to confirm that the user's current access to functions matches his/her job
responsibilities. Where any discrepancies are detected, the relevant system
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conftroller/ Payroll Officer/HR Officer shall be informed and profiles will be

amended accordingly.

b) Users access logs will be printed quarterly and be reviewed by the system
administrator/ Payroll Officer/HR Officer ensure compliance. System
Administrator/ Payroll Officer/HR Officer

c) Administrator will also review system conftroller/Payroll Officer access and
monitor his/her access and his/her functions.

5.5 User profile files

The system conftroller/ Payroll Officer/HR Officer shall maintain a file for each user
and shall file any documentation supporting changes to systems user’s profile file.

5.6 Segregation of duties and handover

a) System controllers/ Payroll Officer/HR Officer are prohibited to participating in
any system authorise transaction without a formal communication from the
HOD.

i) Users shall only obtain access to the system functionalities directly
related to the performance of their transactional processing function
and may not have administrator access unless given the authority for
special cases.

b) Exceptional cases will be granted by the system owner (HOD) with a letter of
authority for users/controllers/ Payroll Officer/HR Officer to have the same
access to systems and will be reviewed

c) Activities relating to the confirmation of appointments, the authorisation of
payments and the recording of the compensation of employees shall not be
performed by the same person.

d) When a system conftroller/administrator/ Payroll Officer/HR Officer cannot
perform his/her responsibilities they should be assigned to another employee
by completing and signing the prescribed system handover certificate after
ensuring that all previous activities have been signed off as complete and are
comprehensively documented for future completion.

e} Should a system controller/ Payroll Officer/HR Officer become ill and the
required handover cerfificate cannot be completed, the system
administrator/ Payroll Officer/HR Officer shall authorise the handover process.

f) A request by an approver and/or authorise to be assisted in her/his duties
due to certain challenges will be formalised by sending a Delegation of
Authority form to the HOD for approval.

g) The Payroll Officer/HR Officer has full rights for checking purposes.

5.7 Computer-generated activity & audit logs

The relevant system controller/ Payroll Officer/HR Officer shall:

a) make the necessary arrangements fo ensure that the system activity logs
are made available and reviewed on a quarterly basis;

b) sample atleast 25% of the total users under his/her control for review purposes
on a rotational basis;

c) signthe activity & auditlogs as proof of such reviews;
and
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d) Report all areas of concern to Information systems
management.

5.8 Password control, user identification and additional security controls
a) A user password shall consist

of:
i} acombinafion of alphanumeric characters; and
i) atleastsix characters.
b) Users. shall not make their user identification and password available to

any ofher
employee/ person and they shall ensure that their user identification and
password do not become known to any employee/person.

c) ThShOUId users suspect that their user idenfification and password is known by

another
employee/ person, they shall immediately, where possible, reset their own
password or request the system conftroller/ Payroll Officer/HR Officer to reset
their password.

d) When users go for lunch and/or attend meetings, they shall ensure that they
log out of the system being used. Users shall also log out of all systems and
shut down their workstations in the afternoon when leaving their offices.

e) A password-protected screensaver set to no longer than five minutes shall be
activated on all desktops/workstations.

6. Compliance

a) This policy shall be complied with in conjunction with the User Access Control
Policy.
b) The senior systems administrator and senior management are required to

ensure that internal audit mechanisms exist to monitor and measure
compliance with this policy.

c) Failure to comply with this policy may result in disciplinary action, which may
include termination of employment.

7. ADOPTION OF POLICY BY DR. A. B. XUMA MUNICIPAL COUNCIL

This policy is adopted and approved by the full Council of Engcobo Local Municipality
for implementation.
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1.POLICY ADOPTION

The accounting officer will be the accountable custodian of this policy and must
ensure that this policy is submitted to the council for consideration and adoption.

2. POLICY REVIEW

This policy must be reviewed at least annually to ensure that it is adaptable to
operational changes and it is aligned with the legislative environment.

When deemed necessary on ad hoc basis, the Accounting Officer must submit
nroposals of amendments of the policy to the Council for consideration and adoption.
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