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1. INTRODUCTION AND PURPOSE OF THE POLICY

A Mobile access connection refers to DR AB XUMA Local Municipality's
computing systems that are linked from outside the perimeter of DR AB
XUMA Local Municipality's internal network using VPN technology. The
purpose of this policy is to ensure that devices are able to connect on the
network using vendor communication services.

2. SCOPE OF THE POLICY

This policy is applicable to all users, Councillors authorized 1o use DR AB
XUMA Municipality’s network services using devices, municipal allocated
laptops including all service providers who use the DR AB XUMA Local
Municipality’s network services to provide their contracted services.

3. POLICY OBJECTIVES

The Objective of this Policy is to provide accurate framework:

e To safeguard the assets of DR AB XUMA Local Municipality and to
ensure effective utilization of resources

e To emphasize a culture of accountability over the Municipality’s
assets

e To ensure that effective controls are communicated to
management and employees through clear and comprehensive
written documentation

4.  ELIGITIBILITY AND APPLICATION

4.1  All Section 57 Managers and those directly reporting to them are
automatically allocated laptops.

4.2  For other employment levels, each application will be considered
on its own merit, irrespective of the rank of the applicant for
recommendation by the HOD and approval by Municipal
Manager. The nature of the work and the need for a desktop and
laptop as a means of carrying out the job are to be the determining
factors.

4.3 Insupport of an employee's application for a desk and laptop. Fully
motivated proof must be submitted to the relevant HOD, to the
effect that availing a desktop, laptop is the most economical and
practical instrument of accessing e-mails, municipal applications
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and infernet, and that it will enhance the official's work
performance.

4.4  Any exceptions to the eligibility criteria or any other aspects of this
policy will be at the Municipal Manager's discretion.

5. POLICY STATEMENTS

5.1 Al devices must be covered by the DR AB XUMA Local
Municipality's insurance with the service provider;

5.2 Users allocated laptops assume responsibility for the repair or
replacement of these items due to negligence. It is therefore up to
the users to engage IT on the correct use of these items. In instances
where a laptop is stolen or lost:

5.2.1 the items shall be replaced in terms of insurance cover in
place, provided that such claims are not repudiated by the
insurer concerned as being invalid on the basis that such loss
or theft was occasioned by the negligence of the user
concerned;

5.2.2 where the claim is found to be valid, the user concerned shalll
be liable for the payment of the excess on the claim. A
replacement of laptop will only be handed over to the user
once authorization is signed by the user to deduct over two
months and six months respectively.

5.2.3 in instances where a claim is repudiated by the insurer as
being invalid, the user shall be liable for costs of replacement.

On the resignation or replacement of an employee of any post, the
existing contract with the service provider for that position will be passed
on to that new employee taking up the said post. The new employee
will therefore inherit all the devices, peripherals and accessories linked to
the contract. This is also applicable to the municipal laptop aliocated to
that employee and councilor.

The standard specification for Laptops will be i5, 1 TB hard drive and 4 GB
Ram, BASING ON THE CAPACITY OF A USER'S COMPUTER DUTIES AN i7 WILL BE
RECOMMENDED
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6.

HOW THIS POLICY WILL BE APPLIED

6.1This policy will be applied automatically to all employees and councillors
issued with municipal laptops.

6.2The manager of the employee alleged to have violated this policy shall
be responsible for ensuring that disciplinary proceedings are
commenced with in terms of DR AB XUMA Local Municipality's
disciplinary procedure and policy. A failure on the part of such manager
to take the necessary steps regarding disciplinary action shall in itself be
grounds for disciplinary action being instituted against such manager.

6.3Users may assist with upholding the policy by reporting any violations via
the grievance procedure;

é6.4Managers must ensure that all their employees using Laptop in terms of
this policy, are made aware of the contents of this policy; and

6.5 Managers are required to apply the policy to subordinates reporting to
them.

INSURANCE OF LAPTOPS

All laptops will be insured and insurance will be at the cost of the
Municipality

CONTROL OF LAPTOPS

Asset management must ensure that laptops asset register is developed.
All Laptop must be captured on the asset register.

LOSS OF LAPTOPS

9.1 Lost or stolen laptops and desktops must be reported to the South
African Police Services within 24 hours and a Case reference number
obtained from them.

9.2 The incident must be reported to the relevant Manager and Asset
Management who will evoke the necessary insurance claim processes.

9.4 Asset Management in conjunction will examine cases presented and
decide whether the loss was a result of negligence.

9.5 If the loss was as a result of negligence, all replacement costs will be
for the account of the laptop user.

9.6 Approval must be granted by the Municipal Manager before a laptop
user can be issued with a replacement laptop after second instances of
loss, negligence or otherwise.
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11. ADOPTION OF POLICY BY DR A.B XUMA MUNICIPAL COUNCIL

This policy is adopted and approved by the full Council of DR AB XUMA Local
Municipality for implementation.

1.POLICY ADOPTION

The accounting officer will be the accountable custodian of this policy and must
ensure that this policy is submitted to the council for consideration and adoption.

2. POLICY REVIEW

This policy must be reviewed at least annually to ensure that it is adaptable to
operational changes and it is aligned with the legislative environment.

When deemed necessary on ad hoc basis, the Accounting Officer must submit
proposals of amendments of the policy to the Council for consideration and adoption.
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