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Notice

Document enquiries can be directed to: Manager ICT —~ DR AB Xuma Local Municipality

Attention: Telephone: 047 548 5611/ 081 768 3606

Foreword

This document applies to the DR AB Xuma Local Municipality regarding the information and
Communication Technology Disaster Recovery Plan. The following role players have access to

the document for information and action, as stipulated.

e DR AB Xuma Local Municipality

Glossary of Terms and Definitions

Access control

Access rights

Adware

Antivirus software

Audit risk

Authentication

Table 1: Terms and Definitions

The process that limits and controls access to resources of a computer system;
a logical

or physical control desighed to protect against unauthorized entry or use

Also called permissions or privileges, these are the rights granted to users by
the administrator or supervisor

Any software package that automatically plays displays or downloads
advertising material to a computer after the software is installed on it or while
the application is being used. In most cases, this is done without any
notification to the user or the user's consent.

Applications that detect, prevent and possibly remove all known viruses from
files located in a microcomputer hard drive

The risk that information or financial reports may contain material errors or
that the IS auditor may not detect an error that has occurred; also used to
describe the level of risk that an auditor is prepared to accept during an audit
engagement

The act of verifying the identity of a user and the user's eligibility to access
computerized information. Authentication is designed to protect against
fraudulent logon activity.




Activation

Alert

Alternate site

Alternate work area

Application recovery

Backup

Backup generator

Business continuity

plan (BCP)

Cold site

Command centre

Contact list

The implementation of disaster recovery capabilities, procedures, activities, and
plans in response to an emergency or disaster declaration; the execution of the
recovery plan.

Notification that a potential disaster situation exists or has occurred; direction
for the recipient to stand by for possible activation of the Disaster Recovery
Plan.

An alternate operating location to be used by business functions when the
primary facilities are inaccessible, 1) Another location, Computer centre or work
area designated for recovery. 2) Location, other than the primary facility, that

event of a disaster.

Office recovery environment complete with office infrastructure (desk,
telephone, workstation, and associated hardware, communications, etc.); also
referred to as Work Space or Alternative Work Site.,

restored or replaced.

Files, equipment, data and procedures available for use in the event of a failure
or loss

An independent source of power, usually fuelled by diesel (sometimes natural
Gas) if the originals are destroyed or out of service

Process of developing advanced arrangements and procedures that enable an
organization to respond to an event in such a manner that critical business
functions continue with planned levels of interruption or essential change.

These must be provisioned at time of disaster

are maintained. The Mmanagement team uses this facility temporarily to begin
coordinating the recovery process until the alternate sites are functional

A list of team members and/or key players to be Contacted. (Mobile Number,
Home Number, Pager, etc.)




Crisis management players (i.e., media representatives, legal counsel, facilities manager, disaster
Team recovery coordinator, etc.) and the appropriate owners of critical organisation
functions

Damage assessment vital records, office facilities, etc. and determining what can be salvaged or

A formal announcement by pre-authorised personnel that a disaster or severe
Declaration outage is predicted or has Occurred, and that triggers pre-arranged mitigating
actions (e.g., move to an alternate site).

A sudden, unplanned catastrophic event causing great damage or loss. Any
Disaster event that causes an organisation to be unable to provide critical business
functions for a predetermined period of time.

Activities and programs designed to retyrn DRABXLM operations to an

acceptable condition.
Disaster recovery

recovery plan to restore DRABXLM critical business functions.

Disaster recovery Manage the business recovery process in the event of a business disruption.
plan The plan is designed to assist in restoring the business process within the stated
disaster recovery goals.

Disaster tolerance is the time gap during which the business can accept the

Disaster tolerance
non-availability of ICT facilities.

E-mail/interpersonal An individual using a terminal, PC or an application can access 3 hetwork to
messaging send an unstructured message to another individual or group of people.

A device that enforces security policies for traffic traversing to and from
Firewall different network segments. A firewall no longer only Protects a company from
the Internet, but also Protects sensitive segments within organizations,

Geographical
Information System
(GIS)

A tool used to integrate, convert, handle, analyse and produce information
regarding the surface of the earth.

A service offered via phone/Internet by an organization to its clients or
Help desk employees, which Provides information, assistance, and troubleshooting advice
regarding software, hardware, or networks.




Hot site

IT Governance
Framework

Local Area Network
(LAN)

Malware

Maximum Tolerable
Outage (MTO)

Offsite storage

Password

Patch management

Recovery point
objective (RPO)

Recovery testing

Recovery time
objective (RTO)

Repository

A fully operational offsite data processing facility equipped with both hardware
and system software to be used in the event of a disaster

A model that integrates a set of guidelines, policies and methods that represent
the organizational approach to the IT governance.

Communications networks that serve several users within a specified
geographical area.

Short for "malicious software," malware is software designed to infiltrate,
damage or obtain information from a computer system without the owner's
consent. Malware is commonly taken to include computer viruses, worms,
Trojan horses, spyware and adware.

The maximum tolerable outage is the amount of time the critical business
functions may be without the support of IT systems and applications before
business operations are severely impacted. The MTO encompasses all activities
from point of impact to point of recovery.

A storage facility located away from the building housing the primary
information processing facility (IPF), used for storage of computer media such
as offline backup data and storage files

A protected, generally computer-encrypted string of characters that
authenticate a computer user to the computer system

An area of systems management that involves acquiring, testing, and installing
multiple patches (code changes) to an administered computer system, to
maintain up-to-date software and often to address security risks.

The recovery point objective is determined based on the acceptable data loss in
case of disruption of operations. It indicates the earliest point in time to which
it is acceptable to recover the data. RPO effectively quantifies the permissible
amount of data loss in case of interruption.

A test to check the system's ability to recover after a software or hardware
failure

The recovery time objective is determined based on the acceptable down time
in case of disruption of operations. It indicates the earliest point in time at
which the business operations must resume after disaster.

The central database that stores and organizes data




Router

Spyware

Switches

Uninterruptible
power supply (UPS)

Virus

Warm site

A networking device that can send (route) packets to the connected LAN
segment, based on addressing at the network layer (Layer 3} in the OSI model.

Software whose purpose is to monitor a computer user's actions (e.g., web sites
they visit) and report these actions to a third party, without the informed
consent of that machine's owner or legitimate user.

Typically associated as 3 data link layer device, switches enable LAN network
segments to be created and interconnected.

Provides short-term backup power from batteries for a computer system when
the electrical power fails or drops to an unacceptable voltage level

diskettes and files

An alternate Processing site which is equipped with some hardware, and
communication interfaces, electrical and environmental infrastructure which is
only capable of providing backup after additional provisioning, additional
software, or modifications.




1. Executive Summary

1.1. Background

This document defines the DR AB Xuma Local Municipality’s (DRABXLM) Information and
Communications Technology (ICT) Disaster Recovery Plan (DRP) for recovering systems and
technology platforms and infrastructure.

The municipality requires dedicated disaster recovery for its business systems that are
currently hosted within and by DRABXLM. Although present-day technology advancements
provide for maximum uptime of ICT infrastructure through strategies such as clustering,
server farming, etc., these do not make provision for cases when disasters are declared, and
data centre facilities or core network infrastructure are rendered completely unavailable. This
disaster recovery architecture must cater for unforeseen scenarios and ensure that key
business operations can resume with minimum service downtime windows. The focus of the
ICT disaster recovery plan is to provide DRABXLM with a strategic plan to guide actions and
decision-making in disaster recovery, and to provide a supportive framework to support
municipal recovery.

DRABXLM ICT department has the responsibility to maintain an Information and
Communications Technology (ICT) Disaster Recovery Plan to ensure information system
uptime, business continuity, data integrity and availability.

The Information and Communications Technology (ICT) Disaster Recovery Plan is a process
driven strategy that involves an element of awareness creation and consensus among all
parties involved in the recovery of ICT services in the event of a disaster.

Continuity plans are no longer a luxury, but an essential element of the risk management
programme of a business. For many businesses, the decision to invest in a continuity plan is
being sanctioned through change in accountability by legislation through third parties, or a
disaster, or a near disaster. Chapter 20 of the Minimum Information Security Standards
describes that every component of this institution must have a documented and updated DRP
and emergency procedures for each system that has to be recovered in the event of an
emergency or a disastrous event.

1.2. ICT DRP Objectives

The principal objective of the disaster recovery plan is to develop a well-structured and easily
understood process which will help the DRABXLM recover as quickly and effectively as
possible from an unforeseen disaster or emergency which interrupts information systems and
business operations. Additional objectives include the following:

a. To ensure that all employees fully understand their duties in implementing DRP




To ensure that proposed contingency arrangements are cost-effective

To limit the extent of disruption and damage to ICT Services.

To minimise the economic impact of the interruption due to ICT unavailability.
To establish alternative means of operation in advance for critical ICT operations.

M

To provide for smooth and rapid restoration of service supported by ICT.
1.3. ICT DRP Benefits
Providing a sense of preparedness

Minimizing risk of systems interruptions
Guaranteeing the reliability of standby systems
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Minimizing decision-making during a disaster

1.4. References and Related Legislation and Regulations

The following publications were taken into consideration during the review and update of this
ICT DRP:

1SO7799;

ISO 33201

ISO 22301 and BS 25999 standard for business continuity
Minimum Information Security Standards (MISS).

Public Service Act;

Regulation of Interception of Communications Act;
COBIT 2019;

Electronic Communications and Transactions Act; and
Protection of Personal Information (POPI) Act.

j- National Archives Regulations and Guidance

Sw e a0 T oW

1.5. ICT DRP Review

This is the second review of the ICT DRP that was drafted in 2015. The DRABXLM shall ensure
that the ICT DRP is reviewed as per the instructions below:

a. This document shall be reviewed at least annually to ensure relevance. Where the plan
is materially revised, that shall be published before the end of the third quarter of the
financial year, so as to ensure that budgetary issues that may arise can be addressed
during the annual budgetary cycle.

b. Therevised document shall be agreed on, and endorsed by the ICT Steering Committee
appointed by the Accounting Officer.




c. Review of the plan must relate to the operational circumstances within the DRABXLM
and the overall business strategy, addressing any relevant changes in the DRABXLM, its
operations or operating environment, and any legislative requirements that may have
occurred since the previous revision.

2. Disaster Recovery Planning

2.1. Underlying DRP Review Strategy

The ICT disaster recovery planning is underpinned by strategies that provide intentions and
guidelines to recover ICT services in the event of a major disruption, crisis, or disaster that
threatens the ongoing existence of DRABXLM's ICT environment. The best way to prepare for
a disaster is not to plan for the disaster, but avoiding the disaster whenever possible by
putting in place controls to limit the exposure of a disaster.

The ICT disaster recovery plan shall:

a. Ensure that the interests of DRABXLM are secured in the event of major damage to
DRABXLM's operations or reputation.

b. Support the ongoing governance, risk, and compliance initiatives and challenges
faced by DRABXLM.

c. Support effective communication to staff and other stakeholders on issues regarding
planning and execution of disaster recovery

d. Staff members shall be made aware of the disaster recovery plan, and their specific
roles (if applicable) defined within the plan.

2.2. Factors Considered in the DR Planning

Factors affecting strategy definition;

Human Resources

Systems

Facilities

Infrastructure

Business Processes

Policies

Communication to stakeholders

R

Emergency procurement processes




2.3. Supporting Structure for Disaster Recovery Plan

Ideally, teams would be staffed with the personnel responsible for the same or similar
operation under normal conditions, however, the criteria for personnel that are chosen to
staff these teams must be based on their skills and knowledge.

IT recovery requires many types of resources. Those resources may include the following.

a. People
e Recovery team members
e Security guards
¢ C(leaning staff
e Drivers
e Temporary employees
e Supporting vendors
b. Supplies
¢ Replacement office supplies
e Recovery supplies
e Computer printer paper, ribbons, cartridges, etc.
e Health and safety
e Food and water
e Sanitary
¢. Equipment
e Replacement production equipment
e Additional production equipment
¢ Replacement computer equipment
e Additional computer equipment
e Special recovery equipment
e Furniture

The following shall constitute the structure required for the implementation of an effective
disaster recovery management plan:

Executive Management

Crisis Management Team;
Incident Management Team;
Emergency Response Team;

ICT Disaster Recovery Team; and

o a0 o w

Communications Team.




2.3.1. Executive Management (EM)

The protection of DRABXLM personnel, assets, and the continuation of DRABXLM critical
functions are the responsibility of the executive management. The executive management’s
support and partnership in the disaster recovery process is essential and critical. It provides
the resources and cooperation that are necessary to a successful plan.

2.3.2. Crisis Management Team (CMT)

The CMT assumes the CMT responsibilities. The CMT is activated when an incident or
combination of incidents have such wide ranging implications as to require an DRABXLM-wide
response and co-ordination.

A CMT is necessary for providing overall guidance following a major system disruption or
emergency. The team is responsible for activating the contingency plan and supervising the
execution of contingency operations. The CMT also facilitates communications among other
teams, and supervises IT contingency plan tests and exercises. All or some of the CMT may
lead specialised contingency teams.

2.3.3. Incident Management Team (IMT)

Incident management is a normal part of routine business operations, for example dealing
with minor outages, other information security incidents and near-misses. Incident
management processes, roles and responsibilities therefore mostly fall outside the sphere of
contingency planning, except in the case of more severe incidents.

Under normal circumstances, a number of individuals are normally appointed and trained to
fulfil roles such as:

Crisis Coordinator;

Fire Warden;

First Aider;

Physical/Site Security Controller;
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Damage Assessor.

The configuration of the IMT varies with each emergency, depending on the type of specialist
skills required. In the event of disruption, whether from a predicted source or elsewhere, the
IMT shall be activated with the main purpose to determine whether the nature and extent of
the disruption warrants deploying/activating the relevant DRP.




2.3.4. Emergency Response Team (ERT)

The configuration of the ERT varies with each emergency, and depends on the type of special
skills required and the scale of the impact of the disaster. The ERT comprises of unit/division
members. They are the first line of response that activates the Incident Management Team
and responds to limit human injury, damage to DRABXLM, and contain the disaster as much
as possible.

2.3.5. ICT Disaster Recovery Team (ICT DRT)

The ICT DRT consists of representatives from the main business and support units. The
Disaster Recovery coordinator leads the ICT DRT and is responsible for taking overall charge
of the process and ensures that the IT services return to normal working operations in a timely
manner. Response to an IT incident shall be handled by this team. The Manager ICT shall be
the leader of this team.

2.3.6. Communication Team (CT)

The communication team takes responsibility for the controlled dissemination of information
about the crisis to stakeholders. The communication team coordinates the flow of
information.

The designated communication team leader disseminates information to the public and
external stakeholders. External stakeholders include regulators, investors, associates, staff,
customers, suppliers and the media. The Manager Communication shall be the leader of this
team.




2.4. Recovery Strategies

2.4.1. Disaster Recovery Definitions

Offsite disaster recovery sites can be defined and classified according to the preferred
investment by DRABXLM as outlined below:

a.

Hot - Hot sites are fully equipped mirror-images of existing data centres. These sites
contain all infrastructure needed to go live, nearly instantaneously, should a disaster
occur. This includes cooling, network connectivity, servers, hubs, switches and storage
equipment. These sites are typically synchronised continuously with the data centre
for little, to no loss of data during an event.

Warm - Warm sites have the cooling and electrical capacity, as well as rebuilt
communications equipment for immediate connectivity. There is usually some backup
equipment ready for immediate use, such as servers and storage equipment. In some
cases, a warm site would also house a storage appliance for the periodic replication of
data from the original data centre. Warm sites simply depend on tape backup’s stored
offsite. Warm sites can be up and running anywhere from 48 hours to a week.

Cold - Cold sites are everything hot sites are not. These minimal facilities have the
necessary floor space, cooling, and electrical equipment necessary to build out a new
data centre should a catastrophe occur. There is no actual equipment kept at a cold
site, and no data measures are taken for quick duplication or recovery.

2.4.2. Separation Distance

For the purpose of having an off-site recovery facility, an alternative business site that is at

least 25km or more away from the existing site shall be identified. Every effort must be made

to ensure that the alternative site is not served by the same utility and communication

companies serving the existing DRABXLM sites.

If the same companies are used for the alternative site, it has to be proven that there is

sufficient redundancy.

2.4.3. Asset Restoration Services

DRABXLM SCM shall define procedures that shall support the procurement or replacement of

IT goods and services during a disaster recovery period.




2.4.4. Offsite Storage

Offsite storage has to be not less than 25 kilometres away from DRABXLM's main site. It is
good practice to store backed up data off site. Data shall be backed up at DRABXLM, then
electronically labelled, then backed up using an online technology to off site location.

If the backup data is required for recovery or testing, DRABXLM network administrator shall
contact the storage facility and request the specific data backup to be transmitted
electronically to either the alternate site (in the case of a disaster) or to the normal operation
site.

An emergency pack that shall be used in the event of a disaster shall be stored offsite, and
every effort has to be made to ensure that it is easily accessible. Essential items included in
the emergency pack are as follows:

The ICT DRP.

Other recovery plans.

A list of employees with accurate contact details.
A list of suppliers and clients.

An area map showing all alternate facilities.

A plan of the business site.

Building blueprints of all buildings.

S@ o o0 T

Electrical schematics of all buildings.
Spare keys.

= s

Spare stationery.
Local street map.

Local telephone directories.
Branch office contact lists.

s 3

Procedures for installing IT continuity software.

2.4.5. Alternative Location for ICT Equipment and Systems

Major disruption with long-term effects may be rare but they must be catered for in the
contingency plan. The plan must include a strategy to recover and perform system operations
at an alternate facility for an extended period of time.

Subject to signing the SLA/MOU a Disaster Recovery site shall be used as a hot/warm off-site
centre based on a server virtualization solution. The service provider shall house critical
electronic records and recovery databases specifically for critical systems.
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2.4.6. Reciprocal Agreements

A reciprocal agreement shall be entered into with another government entity to host critical

employees that shall ensure the continuity of service during an unforeseen event that renders

the current premises of DRABXLM inoperable. The reciprocal agreement shall address the

provision of facilities for IT staff in the event of a disaster. The agreement shall also address

the provision of adequate storage facilities for records and other documentation that need to

be stored at an offsite location.

The agreement shall also cater for adequate parking space for all members of IT recovery

teams.
2.4.7.
LAN/WAN °
documentation
®
System .

configuration

LAN/WAN recovery strategies

Table 1: LAN/WAN Recovery Strategies

DRABXLM shall
document the
physical and logical
LAN/WAN diagram
The logical diagram
shall present the
LAN/WAN and its
node, while the
physical diagram
shall display the
physical layout of
the facility and cable
jack numbers

Configuration of
each device that
makes up the
environment  shall
be documented
Vendors and their
contact details shall
be included in the
DRP

Both diagrams help
recovery personnel to
restore LAN/WAN
services efficiently
and effectively

Knowledge of where
the equipment was
and what type of

equipment it was
could make the
recovery of the
LAN/WAN
environment easier
This shall make it
easier for recovery
purposes and
recovery  personnel

shall have a good idea
of how things were
before the disastrous
event

LAN/WAN diagrams

shall be crafted by
DRABXLM, representing
all nodes for logical
diagram and facility and
cable jack number for

physical layout

Configuration of all
devices shall be
documented




Recommended

Benefits

Selected Strategy

Conﬁngencv Recovery
Consideration
: Strategy
Implement e Single point of
redundancy in failure of the
critical LAN/WAN
components equipment shall be
identified, and
recommendations
for redundancy
drafted
Monitor the LAN/WAN  monitoring
LAN/WAN software should be
installed
2.4.8.

Contingency

Consideration

This shall ensure high

availability of the
LAN/WAN
environment

Failure on one

network device shall
not cause the entire
system to collapse

This can assist in
identifying any
network issues and
providing effective
and efficient

responses before a
small event becomes a
disaster

Client/Server Recovery Strategies

Table 2: Client/Server Recovery Strategies

Recommended
Recovery

Benefits

All single point of failures

shall be

identified by

DRABXLM and measures
put in place to ensure
redundancy and failover

LAN
performance

WAN
shall be

and

monitored and reported

on

Backups °

Strategy

Store backup offsite
Minimise data on
client
systems/workstation
Encourage users to
store data on shared
network drives that
are backed up daily
Maintain backup
policy and procedure
approved by the
council

Ensures that there is
duplicate data that
can ensure data
recovery (both for
users and servers) in
case of a disaster
Ensures that there is
clear direction and
clearly defined roles
and responsibilities
with regards to the
backups within
DRABXLM

Selected Strategy
Backups shall be
stored offsite
All  users shall be

encouraged to store
critical documents on
a central repository

A backup policy and

procedure shall be
documented and
approved by the
council
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Hardware and
software
standardisation

Document system
configurations
and vendor
information

DRABXLM
maintain and adopt a
hardware and software
standardisation

Strategy.

All' hardware and
configuration should
be documented

A configuration
policy should be
drafted and

approved to ensure
that there is
consistent
implementation of
control when coming
to software and
hardware
configuration
Vendor information
should be
documented

should

System recovery shall
be faster if hardware,

software, and
peripherals are
standardised

throughout DRABXLM

User computers may
be imaged to enable
effective and efficient
recovery of the user's
workstation

Well-documented
System configurations
ease recovery

2.4.9. Customer Service Recovery Strategies

A hardware and

software
standardisation
strategy  shall be
maintained and
enforced

Imaging software

shall be used to do
software imaging for
the efficient recovery
of workstation and
laptops

All workstations and
laptops belonging to

DRABXLM shall be
documented,
including its

configuration

A configuration policy
shall  be drafted,
approved, and
enforced

Vendor information
for workstations,
servers, and laptops
shall be documented

Itis of critical importance that DRABXLM continues to maintain adequate service levels when
providing services to its customers during and emergency. As a result, this customer service
backup has a high priority when considering preferred backup and recovery strategies.

Customer relations Management must be considered so that, in the event of an emergency,
affected customers are notified immediately of the potential impact on products or services.




Table 3: Customer Relations Management

DRABXLM Customer care centre Disruption of customer care services that shall
affect service delivery

IT help desk This shall affect the officials, that shall also
affect service delivery

DRABXLM telephone systems Citizens will not be able to access DRABXLM

2.5. Project Management Activities

During the incident management process all activities shall be determined using a standard
structure. Where practical, this plan needs to be updated on a regular basis throughout the
incident management period. All events during this phase also need to be recorded on Annex
C1, and this is dealt with incident Mmanagement phase.

Section 3: Disaster Recovery Processes

3.1.  Scenarios

This section describes the various recovery scenarios that can be implemented, depending on
the nature of a disaster and the extent of the damage. The DR coordinator decides which
recovery scenario to implement when the DRP is invoked.

Scenario 1: Minor damage

In this scenario, only a part of the computer processing environment may be affected, but the
communication lines and network are stil| active. The goal of the recovery process in this case
is to move the applications from the systems, which are unavailable to the standby facility or
systems. This process is only for guidance but the DRP as defined in this document shall be
based on a worst case scenario which is fully described in scenario 2.

Scenario 2: Worst case/ major disaster or disruption

This scenario is based on a worst case, whereby the entire data centre for DRABXLM is
unavailable. The following process fully details how DRABXLM shall react during or after this
type of an event has been experienced. A full disaster recovery process shall be followed as




described in the following paragraphs. The following are the examples for a worst case
scenario that can be experienced by DRABXLM:

a. Adisaster incident affects DRABXLM building such that no one is allowed to enter the
building at the start of business tomorrow.

No one goes in or out of the building.

No data goes in or out of the building.

No telecommunications 80 in or out of the building.

Extended duration of the outage - The building and facilities are unavailable for at
least one month to six weeks

b. Fire sweeps through the computer room causing total destruction.

Disaster is declared.

Hot site is activated.

The hot site is accommodated for ten days before all systems are operative at the
warm site.

C. The most critical piece of hardware (running the most critical software) is broken.
Knowing that it shall take at least five days to get another machine in and ready,

Activate the hot site.

All personnel are available for recovery,

All personnel computers are connected to hot site through VPN services.
Expected duration to replace and ready the new hardware is eight days.

d. lIsolated fire in the computer room.

3.2.

All servers and a mid-range (or mainframe) are irreparable.
Activate the hot site.

All personnel are available for recovery.

At hot site for 14 days. No work areas used.

Alert Phase

This phase deals with, and provides information that shall be available prior to, and
immediately after a disaster has happened. It includes:
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reporting the incident;

damage assessment procedures;

escalation and declaration criteria;

declaration forms to be used when declaring a disaster;
Internal and external communications; and




f. recovery information, including roles and responsibilities, contact detail and
critical dependencies

3.2.1. Activation of Emergency Response Team

The person discovering the incident calls a member of the Emergency Response Team. When
an incident occurs the Emergency Response Team (ERT) must be activated. The ERT
recommends the extent to which the Disaster Recovery Plan must be invoked.

3.3. Incident Classification Phase

3.3.1. Identifying Potential Disaster Status

Pre-defined trigger points are needed to guide actions during an eémergency, and in particular
to decide whether or not a particular emergency situation is a potential disaster situation:

Criticality of the functions affected - Are priority systems affected?
Effect on critical function(s) of the unit

a

b

c. Effect on service delivery

d. Processing period -Is it the end of 3 period?

e. Effect on the public image -Is it possible for the disaster situation to go unnoticed by
the community?

f.  Likely duration of interruption

8- Volume of activity and recovery costs

An assessment must be recorded on the damage assessment form Annex C4 to determine the
potential scale of the emergency from a business perspective is to be made at regular




intervals during the recovery process. (The initial assessments are usually to be carried out by
the ITRT, who may call on other specialists to help them with this process.)

The following Business impact levels shall be applied:

High
Medium
. Low

3.3.1. ICT Minor Disaster Recovery Activation

The ICT minor disaster recovery process shall be initiated after an emergency incident
affecting normal IT operations that do not require an in-depth incident management phase
to be executed.

3.3.2. ICT Major Disaster Recovery Activation

The ICT major disaster recovery process shall be initiated after a serious emergency incident
affecting normal IT operations that require an in-depth incident management phase to be
executed.

3.3.3. Key Risk Areas

The key areas that may affect DRABXLM’s delivery of IT services, are as follows.

a. Denial of access to the DRABXLM facilities due to:
e vandalism;
e accidental fire or arson;
e scene of crime investigation;
e dangerous structures; and
¢ Flooding.
b. Staff shortages due to, for example:
¢ Provincial and national recruitment strategy;
e Loss of key staff/skills;
e Industrial action;
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e Fuel shortage;
e Prolonged severe weather; and
¢ A major influenza outbreak.
c. Denial of service due to, for example:
e Hacking;
e Disgruntled employees; or
e Strikes.
d. Failure of a supporting service such as:
e computing system fails;
e asub-contractor's business fails;
¢ telephone system fails; and
e power failure.
e. Unavailability of proprietary and critical information.

3.3.4. Risk Management

There are many potential disruptive threats which can occur at any time and affect the normal
business process. The plan considers a wide range of potential threats and the focus is on the
level of business disruption which could arise from each type of disaster.

3.4. ICT Disaster Recovery Phase

When disaster occurs, DRABXLM follows the recovery process shown below. Response,
Resumption, Recovering, and Restoration are done according to the agreed priorities that are
aligned to DRABXLM's strategic objectives. The main objective is to temporarily restore
business operations and recover damage done to the original systems. The process flow is
depicted in the illustration below:

Figure 1: Recovery Process




Limit injury to staff and damage
to organisation

Make initial assessment and
determine required activities

Response

Resumption Identify and restore most
important and time sensitive
capabilities

Recovering Restore less sensitive functions

' Restore to normal operations /
Restoration location

3.4.1. Mobilising the ICT Disaster Recovery Team (ICT DRT)

Following a declaration of a disaster, the IT Recovery Team (ITRT) shall be mobilised. The
Team mobilisation form in Annex C2 provides guidelines on how to record the mobilisation of
the ITRT.

The ITRT must be contacted by the Disaster Recovery coordinator or the designee. The
Disaster Recovery coordinator shall work with the ITRT until the Crisis Management
Committee is comfortable that all critical systems, processes or functions have been
recovered.

3.4.2. Assessing the Extent of the Damage and Business Impact

The ITRT's first task, once mobilised, shall be to assess the impact of the disaster on the
department's business activities. This shall be undertaken by examining each area of the
business that has been affected, and assessing the impact on the various key business
processes using the Damage and business impact assessment form in Annex C5.

3.4.3. Disaster Recovery Briefing and Analysis of the Damage Assessment
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The recovery process starts off with an information session with all relevant recovery teams.
During this meeting the following issues are addressed:

The recovery process is officially activated.

a

b. The damage assessment report is analysed.

c. The recovery team members review the status of their respective areas of responsibility.

d. The Disaster Recovery coordinator reviews the overall recovery plan with the team
members.

e. Any adjustments to the recovery plan to accommodate special circumstances are
decided upon.

f.  Ongoing meetings for the duration of the recovery phase are scheduled.

3.4.4. ICT Recovery Plan

Following the disaster recovery briefing, the ITRT shall prepare a course of actions based on
the IT systems recovery process in Annex D: The most important task at this stage is to
mobilise resources towards a recovery as quickly as possible. For each system to be
recovered, a system specific recovery process shall be carefully planned and structured. If
suppliers are required to provide goods or services as part of the recovery process, these
activities should also be included in the recovery plan.

3.4.5. Monitoring Progress

The progress of the individual recovery tasks must be closely monitored during this phase,
since difficulties experienced by one group could significantly affect other dependent tasks.
It is Important to ensure that each task is adequately resourced, and that the efforts required
to restore normal business operations have not been under-estimated.

It is very important that, during the IT recovery phase, all affected persons and organisations
are kept informed. The information given to all parties must be accurate and on time. In
particular, any estimate of the timing to return to normal working operations should be
announced with care. It is also very important that only authorised personnel deal with media
enquiries. Refer to Annex C6: stakeholder communication list.




Section 4: Testing the ICT Recovery Process

An untested plan can often be more of a hindrance than having no plan at all. The ability of
the IT Disaster Recovery plan to be effective in emergency situations can only be assessed
when rigorous testing is carried out in realistic conditions. The IT disaster recovery plan testing
phase contains important verification activities that should enable the plan to stand up to
most disruptive events.

The ITDR plan should be tested within a realistic environment that simulates conditions that
would be applicable in an actual emergency. It is also important that the persons who would
be responsible for those activities in a crisis should carry out the tests. Disaster recovery
testing should be performed at least twice in a year, therefore the tests should be done
anytime between July and December for the first time and anytime between January and June
every year.

4.1. Planning the Tests

The IT Disaster Recovery plan testing phase has to be carefully planned, owing to the unique
nature of the ITDR planning process. The testing should be conducted in a realistic
environment and should cover establishing the objectives and scope of the tests, and enable
the testing phase to be properly structured and organised.

4.2. Setting the Test Environment

One of the greatest challenges in testing the IT disaster recovery process is in creating realistic
conditions for carrying out the tests. These need to be carefully planned, to create an effective
set of conditions to simulate, as far as possible, a real, disruptive event. It is important,
however, that these tests do not disrupt the normal business process in any way, so they may
need to be conducted out of the normal working hours.

Prepare Budget for Testing Phase

Each phase of the IT disaster recovery process that incurs a cost requires that a budget be
prepared and approved. Where the costs are significant they should be approved separately
per business objective, with a specific budget for the establishment costs, and the ongoing
maintenance costs.




Part of the cost may already be incorporated within the organisation's overall budgeting
process, if so, this should be indicated.

Prepare test data

The use of live data within the testing environment should be prohibited in all testing. Test
data that is representative of normal business transactions, should be prepared, and it is
preferable to set up a full test environment for use in the tests. It is important, however, that
actual customer names or contact details are not used for test purposes. Each test shall also
be given a Unique Request Number to assist in the monitoring and feedback process.

Identify who is to conduct the tests

To ensure consistency of the testing process throughout the organisation, one or more
members of the IT disaster recovery planning team should be nominated to co-ordinate the
tests within each business unit.

Identify who is to control and monitor the tests

In order to ensure consistency when measuring the results of the tests, they should be
independently monitored, and one or more members of the IT Response Team would
normally carry out this task.

4.3. Conducting the ICT DRP Tests

The tests shall be carried out under authentic conditions, and all participants should take the
process seriously. It is important that all persons who are likely to be involved with recovering
a particular business process in the event of an emergency should participate in the testing
process. It should be mandatory for the management of a business unit to be present when
that unit is involved with conducting the tests.

4.4. Prepare Feedback Questionnaires

It is very important to get feedback from the persons managing and participating in each of
the tests. This shall enable weaknesses within the IT disaster recovery process to be identified
and eliminated.




Completion of Post Recovery Review forms (Annex B) should be mandatory for all persons
participating in the testing process, either during the tests (to record a specific issue) or once
the testing is finished.

4.5.  Training the Core Testing Team

It is necessary for the core testing team to be trained in the emergency procedures.
Section 5: Roles and Responsibilities

For the DRABXLM to conduct Operations as effectively and efficiently as possible and to
ensure that the DRABXLM can recover from a disastrous event, clear roles and responsibilities
have to be defined and communicated to the stakeholders. The following individual roles and
responsibilities are required to ensure the Disaster Recovery requirements are fulfilled:

Appropriate teams to implement the plan have been defined, and members of these teams
shall be officially appointed to these teams.

Table 5: Roles and Responsibilities

Team Roles and Responsibilities

|—Cr_isis I\Eﬁagement A CMT shall be established and formally?pﬁgb_y the Municipal
Team (CMT) | Manager. The CMT shall be activated when an incident, or a combination ||

of incidents, has/have such wide ranging impact as to require the

DRABXLM’s -wide response co-ordination. When active, the CMT shall: |

| a. take responsibility for all communication with all external |

| ] stakeholders, especially customers, suppliers, regulators, the |
’ media, and the public;

b. be responsible for declaring a disaster and activate the relevant |

disaster team; |

C. provide an overall leadership role during the disaster recovery |

process; |

provide strategic financial advice;
authorise cross-regional financial expenditure, and where need |

1 be, delegate to other financial managers; |




Incident
Team (IMT)

f. be established to determine the nature and extent of the
disruption;

g. co-ordinate the allocation of resources to the IMT;

h. co-ordinate the management of undisrupted business;

i. shall manage communication with regulators, investors, the
media, associates and staff; and

j- ensure that the IMT has all the facilities, people, and other
resources that they require to mount an effective response,
continuity, and recovery operations.

Management

An IMT shall be established and formally appointed _by_/ the Municipal
Manager. The purpose of the IMT is to determine whether the nature
and extent of the disruption warrants deploying/activating the relevant
DRP, and if so, it should:

a. determine the nature of the disruption and, if necessary,
co-ordinate with the DRABXLM’s Physical Security
department to adapt existing procedures for the initial
response to the disruption;

b. implement the selected procedures, securing the
required resources through the ITRT where appropriate;

c. identify, and where appropriate, adapt the relevant
continuity procedures to ensure that the business
continues to operate as near to a normal manner as
possible for the duration of the disruption, all such
activities should be co-ordinated by the ITRT;

d. identify, and where appropriate, adapt the relevant
recovery procedures to ensure that the business
recovers from a disruption in a timely and controlled
manner, once the root cause of the disruption has been
eliminated, all such activities should be co-ordinated by
the ITRT;

e. Activate the ITRT, who investigate the requirement for
further business recovery teams to be activated. While
the IMT is active, all activities should be co-ordinated by
the ITRT to ensure that no action taken by one IMT
conflicts with actions taken by others; -

f. communicate with all parts of the municipality affected
by the disruption on a regular basis, regarding progress
and the actions initiated by the IMT; and

g. organise, once recovery actions have been completed, a
thorough review of its management of the disruption so
all relevant lessons from the experience can be learned




and incorporated into procedures and training‘
programmes.

Emergency Response
Team (ERT)

An ERT shall be established and formally appointed by the Accounting
Officer. The team will be contacted and assembled when a disaster
occurs. The teami's responsibilities include:

a. Respond immediately to a potential disaster and call emergency
services

b. determine the nature of the disruption and, if necessary, co-
ordinate with DRABXLM Physical Security department to adapt
existing procedures for the initial response to the disruption;

c. implement the selected procedures, securing the required
resources through the IMT where appropriate;

d. Recommend which elements of the Disaster Recovery Plan
should be activated to the IMT.

ICT Disaster Recovery
Team (DRT)

A DRT shall be established and formally appointed by the Municipal
Manager to:

a. perform an initial risk assessment to determine the current
information system vulnerabilities;

b. perform an initial business impact analysis to document and
understand the interdependencies among business processes,
and determine how the business would be impacted on by the
information systems outage;

c. take an inventory of information systems assets such as
computer hardware, software, applications;

d. identify single point of failure within the information systems
infrastructure;

e. identify critical applications and systems;
prioritise key business functions;

g. regularly test, review, and update all procedures relating to the
DRP;

h. ensure disaster recovery planning is integrated into business
functions and daily operations;

i. allocate responsibility to individuals in their business units to
fulfil the requirements of the DRP; and

j. ensure that records are managed in accordance with the
records management policy,

k. and that all the required DRP documentation and records are
available and current.




and ready to be deployed in the
event of a disruptive situation that requires plan activation.

Each team member shall be trained

Recovery personnel shall be assigned to one of the several specific teams
that shall respond to the event, recover capabilities, and return the
system to normal operations. To do so, they need to clearly understand
the team's goal in the recovery effort, each step they are to execute, and
how their team relates to other teams.

To ensure that there is no panic and that the plan is diligently followed
in the event of a disaster, these team members’ selection is based on the
personal strengths and/or delegations.

Individual Roles and Responsibilities

—

The Municipal Manager

a. The Municipal Manager remains responsible for the overall Disaster
Recovery process;

b. Ensuresthatresources are made available to plan, test, and maintain
the Disaster Recovery;

€. Receives and reviews reports on the status of the Disaster Recovery

process.

Asset/Information/
Application Owner

The owner of the information resource shall ensure that a recovery plan
is developed to recover their service after a disaster.

Risk Manager: Individual
Responsibilities  within
CMT

ensures that availability requirements are understood and defined

by relevant business units;

ensures that the service is provided according to business
requirements, and recovery requirements are adhered to;
coordinates ad management reporting, data warehouse services are
available during and after a disaster based on the recovery
requirements of the business-

Handle and coordinate information security incidents response
activities effectively and efficiently

Develop information security incident management and response
plans

Assist in the development of recovery and response plans

Communications
Manager: Individual
responsibilities  within
the CMT

Handles Media liaison and Public relations
keep various groups informed, including the CMT, the ITRT, the
executive and middle management, families of affected employees
and other key members of staff

Where need be, the Mayor or Municipal Manager shall act on this
function in synergy with the designated communication officer
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Expenditure and
Financial Manager:
Individual Specialisation
within IMT

Provide budget to procure IT/IS equipment and services under |

emergency conditions. :

Procurement Manager -
SCM: individual
Specialisation within IMT

co-ordinate and provide direction on a process of procuring any |
required service, technology and logistics required for responding to
the event.

Physical and Facilities
Manager: Individual
Specialisation within IMT

Coordinates all phmarity requirements

Ensures that the disaster recovery effort does not result in
unauthorised access to classified or sensitive information or violate
company security requirements.

Notifies team members of a disaster.

Coordinates with customer(s) to obtain disaster-related security
requirements and waivers

Monitors the implementation and management of physical and
logical access controls at alternate sites

Monitors the declassification and removal of hardware and media
Ensures that all requests for information from media, etc. are
referred to the designated spokesperson

interact with emergency services personnel with regards to electrical
issues

interact with emergency services personnel with regards to facilities
issues

Maintains a record of events

ICT Manager: Individual
Responsibilities  within
the IMT

@ oo

Ensures the plan and all its parts are complete, tested and current
Ensures team members, recovery and agency personnel are trained
appropriately for their responsibilities

Coordinates the efforts of the various teams and team leaders to see
that the preplanning tasks are accomplished

Reviews the disaster recovery plan testing program and schedules
Produces and distributes the disaster recovery manuals

Keeps files of all appropriate vendors

Performs internal audit functions to test security measures and
business continuity plans and reports the results to management
Handles and helps solve problems that cross departmental lines

Reconfirms the recovery procedure with each participant and makes
modifications as necessary.

Network Controller:

Individual

Re-establishes the%ice/data telecommunications network ‘
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Responsibilities  within
the ICT DRT

S@ " e oo

Establishes the telecommunications capability for backup
restoration

Assesses damage in accordance with procedures

Participates in the determination of salvage dispositions

Performs installation of replacement equipment

Supervises testing

Coordinates with voice data system vendor, as required
Coordinates and monitors the switching of circuits and lines to
provide communications to the alternate processing site(s)
Reviews, analyses, and solves network problems

Ensures that all requests for information from media, etc., are
referred to the designated spokesperson

Maintains record of events

Service Level Manager:
Individual
responsibilities
the ICT DRT

within
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°©5 3T

el

Contacts appropriate suppliers and vendors in order to determine
when the required equipment, software, and new license access
keys shall be available

Keeps the list of vendors and suppliers up-to-date

Coordinates planning activities

Coordinates efforts with other teams and the DRP coordinator
Understands advantages, disadvantages and costs of available
alternatives

Identifies viable recovery strategies within the business functional
areas

Consolidates strategies

Identifies vital records and off-site storage requirements and selects
alternative facilities

Develops business unit consensus for the recovery of critical
functions and strategies

Presents strategies to management and obtains their commitment
Establishes meeting schedules

Defines and publishes objectives

. Assigns tasks

Documents the results of meetings
Prepares and conducts presentations to senior management,
employees, auditors and regulators
Orders equipment and services, as needed
Identifies the appropriate experts

iT Technicians: Individual
responsibilities  within
the ICT DRT

Manager:

Systems
Individual
responsibilities
the ICT DRT

within |

®

Recovery of workstation
Obtains backup media
Identifies backup configurations to be used

Restores all databases

Ensures that applications are up and running

Restores information processing services that are sufficient for the
continuation of vital business functions

Assesses damage in accordance with procedures

Analyses the status of processing at the time of the interruption




Server
Individual
responsibilities
the ICT DRT

Disaster
Coordinator

Administrator:

within

Recovery

Coordinates with the DR coordinator in determining priorities for
running applications in the disaster recovery mode

Contacts appropriate suppliers and vendors in order to determine
when the required equipment, software and new license access keys
shall be available

Coordinates retrieval and use of backup data

Assists customers in the implementation of manual backup
procedures, when feasible

Works with programming staff

Coordinates with hardware team members on server and
workstation configurations

Ensures that all requests for information from media, etc., are
referred to the designated spokesperson

m. Assesses data position
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Maintains a record of events

Defines the requirements for needed hardware

Ensures that VMware and SAN are operational

Establishes a working version of the operating and control systems,
utilities, and general purpose software on the backup site
computer(s)

Assesses damage in accordance with procedures

Obtains operating system(s) program listing

Verifies that all operating systems are loaded and tested

Verifies that telecommunications facilities are operational

Assists applications software team in restoring applications to the
most current backup status

Handles hardware/software compatibility problems

Monitors processing

Ensures that all requests for information from media, etc., are
referred to the designated spokesperson

Maintains a record of events

Making sure that all required resource to recover IT back to normal
are available

Ensure that specific role player do what they are supposed to be
doing

Makes sure the plan and all its parts are complete, tested, and
current

Makes sure team members, recovery and agency personnel are
trained appropriately to their responsibilities

Coordinates the efforts of the various teams and team leaders to see
that the preplanning tasks are accomplished

Reviews the DRP testing program and schedules

Obtains all contact lists

Produces and distributes the disaster recovery manuals

Keeps files on all appropriate vendors

Performs internal audit functions to test security measures and
business continuity plans and reports the results to management
Handles and helps solve problems that cross business unit lines




Responsibilities

Reconfirms the recovery procedure with each participant and makes

modifications as necessary
. Chairs the planning meetings to see that everyone is headed in the

same direction
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Section 6: Procedure for Restoring Service Capabilities

6.1. Operations and Administrative Services

The following overall activities are required for the restoring operations and administrative
services

a. Assess impact of the emergency on operations, back office and administrative
support systems

Identify last set of reliable data

Identify the need to implement alternative emergency back-up procedures

Mobilise alternative emergency back-up procedures

Identify repairable equipment

Replace non-repairable equipment

Replace damaged software

Advise the DR coordinator

Test all replaced equipment and software
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6.2. Relocation to Temporary Premises

The following activities are required for the above:

Notify all affected management and staff of temporary location
Advise possible period at temporary location
Notify customers and suppliers of the change of address/contact details
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Arrange to transport undamaged items to temporary premises

6.3. Operating Systems

The following activities are required for the above:

On-site inspection to identify operating systems affected by emergency
Arrange repair or replacement of damaged equipment if necessary
Ensure area around electrical equipment is dry and clear

Test each operating system

Prepare a record of all operating systems damaged or not working
Ensure suitable safety levels

Advise the DR coordinator
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6.4. Office and Business Systems

The following activities are required for the above:

Arrange temporary licences if necessary
Ensure area around electrical equipment is dry and clear
Test each office and business system

Ensure suitable safety levels
Advise the DR coordinator
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6.5. Application Systems

The following activities are required for the above:

On-site inspection to identify application systems affected by emergency
Maintain inventory of application systems to be repaired

Instruct vendors/maintenance firm to effect repairs, if necessary

Monitor that application systems are repaired on time and tested

Ensure area around electrical equipment is dry and clear

Test each application system

Prepare a record of all application systems obviously damaged or not working
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Ensure suitable safety levels
Advise the DR coordinator

6.6. LAN and WAN Network

The following activities are required for the above:

Instruct vendors/maintenance firm to effect repairs, if necessary
Maintain inventory of network items to be repaired

Monitor that network items are repaired on time and tested

Ensure that the area around electrical equipment is dry and clear
Test each LAN and WAN network server

Prepare a record of all network components damaged or not working
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Ensure suitable safety levels

Assess damage to network software through stringent tests
Assess damage to hubs, modems and routers
Assess damage to ISP links and website

~ =

On-site inspection to identify office and business systems affected by emergency

Prepare a record of all office and business systems obviously damaged or not working

On-site inspection to identify LAN and WAN network servers affected by emergency




. Advise the DR coordinator

6.7. Server Room Facilities

The following activities are required for the above:

On-site survey of main structures including supports, walls and roof
Evaluate safety issues

Evaluate access problems

Evaluate re-usability

Identify further inspections required

Advise insurance company

Advise the DR coordinator
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6.8. Customer Service Capability

The following activities are required for the above:

a. Assess impact of damage on customer service operations

b. Identify the customers that are affected

c. Prepare suitable communication to notify customers

d. Telephone particularly important customers or trading partners

e. Estimate time to return to normal operations

f. Mobilise back up procedures to minimise effect

g. Keep customers informed about progress

h. Advise the DR coordinator

6.9. Return to Original Premises

a. Notify all affected management and staff of relocation date

b. Notify customers and suppliers of relocation

c. Arrange transport of furniture and equipment to original premises
d. the transfer of recovered systems from the standby recovery facility to the primary

site
e. Once the building and associated infrastructure have been restored at the primary

data centre (on original or new site) and staff are ready, then

¢ Aplanned transfer of the workload from backup site to primary site can begin.

e Backup site shall be informed and begin local preparations for transfer of data

e Perform step-by-step procedures in order to install and configure the
new/replacement servers, services and functions at primary site.

o Transfer of staff from backup site

e Crisis Management Team shall be formally informed that the primary site is
operational again




e Communicate changes to all interested parties, including third parties

e The IT Disaster Recovery Process shall be reviewed by the DR coordinator and
updated with any lessons learned from the live Disaster Recovery

e The disaster recovery team shall be de-briefed and disbanded

e The disaster recovery service shall be terminated the data files shall be destroyed
immediately after the revocation period of 48 hours.

f. Ensure primary site suitability for normal operations by:
e Confirming the integrity of primary site systems
e Ensure connectivity to the primary system

Approval
EFFECTIVE DATE

The effective date of this policy, or any amendments thereto, shall be the date of its
adoption by Council. This Policy takes effect on the 01st of July 2025.

Disaster Recovery Plan adopted on the Dr. AB. Xuma Local Municipality council
meeting; dated ...28.....of May 2025.

Council Resolution number:; 08/28/05/2025

Signed by Municipal Manager: K.L Mulaudzi @, _
" 25es 202
Initial & Surname Sighature Date

ey
Signed by Honourable Mayor S.Zangqa 6:?/:25@ S

Initial& Surname Signature Date
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Section 7: Annexes

Annex A: Abbreviations

AD
AV
BFS
BIA
BRT
CMT
COBIT

CPU
DBMS
DR
DRP
DRABXLM
ERT
GB
ICT
IMT
IMT
ISO
ISS

ITDRS

MISS
MOuU
RPO
RPO
RTO

Active Directory
Antivirus

Backup Facility Services
Business Impact Analysis
Business Recovery Team
Crisis Management Team

Control Objectives for Information and Related
Technology

Central Processing Unit

Database Management System

Disaster Recovery

Disaster Recovery Plan

DRABXLM

Emergency Response Team

Giga Byte

Information Communication Technology
Information Management Team
Incident Management Team
International Municipality for Standards
Information Systems Security
Information Technology

Information Technology Disaster Recovery
Strategy

Minimum Information Security Standard
Memorandum of Understanding
Recovery Point Objective

Recovery Point Objectives

Recovery Time Objective




RTO Recovery Time Objectives
saL Structured Query Language
B Tera Byte

TCO Total cost of ownership

uUPs Uninterrupted Power Supply
VLAN Virtual Local Area Network
VPN Virtual Private Network
WAN Wide Area Network

Annex B: Post Recovery Review

Partially Addressed

Attention Needed (Yes
or No)

Not Addressed Yet (Yes
or No)

Disaster Fully Addressed

Description (Yes or No)
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Annex C1:- Project Management Form

Activity Name:

Reference Number:

Brief Description:

Commencement Completion

Resource involved

People in charge

Date/Time Date/Time
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Annex C2:- Team Mobilisation Form

Description of

emergency:

Name of team Contact Contacted on

member details (date/time)

Response

Time of
arrival

on site

Relevant
comments {e.g.
specific
instructions
issued)

Relevant
comments (e.g.
specific
instructions
issued)

Relevant
comments (e.g.
specific
instructions
issued)

pg. 46




Annex C3:- Incident Management Event Log Form

Description of disaster:
Commencement date:

Date incident management team
mobilised:

Key activities undertaken
by incident management Date and time
team (give brief undertaken

description)

Follow-on action
required
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Annex C4:- Damage Assessment form

m Description of item Repairable/to be replaced

Completed by:

Approved by:
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Annex C5:- Damage and business impact assessment form

Key business process (unit)
affected

Description of problem Extent of damage

Completed by:
Date:

Approved by:

Date:
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Annex C6:- Stakeholder Communication list form

Groups of Persons nominated to co-ordinate communication to those affected
person(s) or persons/organisations
organisation

affected by

the disruption
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