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DEFINITIONS

Backup

HOD

Off-site
data

On-site
data

BACKUP POLICY

The process of copying active files from online disk

storage to tape so that files may be restored to disk
in the event of damage to or loss of data.

Head of Department

Any data stored outside DR AB XUMA local municipality or

with 3rd party service provider

Any data that is stored within the premises of DR AB
XUMA local municipality
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2. PURPOSE OF THIS POLICY

Data is one of the DR AB XUMA local municipality most important assets.
In order to protect this asset from loss or destruction, it is imperative that
it be safely and securely captured, copied, and stored. The DR AB XUMA
Local municipality performs daily backups of all system:s.

The purpose of the backup policy is to:

2.1 Ensure all relevant systems are backed up
2.2 Ensure that in the event of system failure, data loss is minimized or
prevented.
2.3 Provide guidelines to system administrators on backup type and
frequency
2.4 Establish prudent and acceptable practices regarding the
backing up of systems

3. THE SCOPE OF THIS POLICY

Responsibility for backing up data on local desktop systems or laptops rests
solely with the individual user.

The IC Unit is responsible for the backing up user data stored on the

network servers, operating system images, systems application and crifical
content

The IC Unit will have the primary responsibility of performing these functions
on a daily basis. Monitoring of implementation and liaison with 3rd party
providers will also be its responsibility.
4. POLICY STATEMENTS
4.1 Classification of data that is in the network is required to ensure
that backups conducted are done in a manner that addresses
the different levels of importance of content. Biling data, HR data
are required to be backed up more regular than exchange data.

4.2 Scheduling of Backups shall take place as follows:

4.2.1 Daily incremental backups wil be performed on dall
systems (Monday to Thursday);

422 Full backups will be performed every Friday on all systems

4.2.3 Full monthly backup devices will be kept for a one year
period
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4.3 Annual backups of all systems, critical content and applications will
be performed.

The data will be stored in a remote location for a five year period.

44 A Backup Log book wil be created in order to frack all work
executed and people responsible. This will provide transparency of
the process and assist with reviewing the process against this policy.

4.5 The Assistant Manager IT should sign off every month a schedule listing
all the backups completed during that month.

4.6 On-site and off-site data will exist in order to allow for the easy
restoration of data that is 3-5 days old. Any content older than &
days will be stored in a location that has been identified and that
meets the requirements stipulated by IT management.

4.7 Backups need to be verified annually and signed off by the relevant
HOD.

48 A specific naming convention for «all  backups and
documentation covering the inventory and procedures must be
implemented in order to facilitate the urgent restoration of data if
SO required.

4.9 The DR AB XUMA Local Municipdlity will have a Disaster Recovery Centre
where all systems will be replicated in order to minimize any disruptions
as a result of non-availability information due to a disaster.

4.10 Ciritical data or data that needs to be shared amongst other users
must be stored in the network file server so that it can be backed up
regularly.

5. HOW THIS POLICY WILL BE APPLIED
5.1 Where technology allows, this policy will be applied automatically.

5.2 IT Management reports and logs will be used to indicate possible
violations as stipulated in the DR AB XUMA local municipality’s
Acceptable Usage Policy.

5.3 The manager of the employee dalleged to have violated this
policy shall be responsible for ensuring that disciplinary proceedings
are commenced with in terms of DR AB XUMA local municipality’s
disciplinary procedure and policy. A failure on the part of such
manager to take the necessary steps regarding disciplinary action,
shall in itself be grounds for disciplinary action being instituted
against the manager concerned.
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5.4 Managers should ensure that all their computer-using personnel are
made aware of the contents of this policy.

5.5 Managers are required to apply the policy to subordinates reporting
to them.

6. ADOPTION OF POLICY BY DR. AB XUMA MUNICIPAL COUNCIL

This policy is adopted and approved by the full Council of DR AB XUMA Local
Municipality for implementation.

1.POLICY ADOPTION

The accounting officer will be the accountable custodian of this policy and must
ensure that this policy is submitted to the council for consideration and adoption.

2.POLICY REVIEW

This policy must be reviewed at least annually to ensure that it is adaptable to
operational changes and it is aligned with the legislative environment.

When deemed necessary on ad hoc basis, the Accounting Officer must submit
proposals of amendments of the policy to the Council for consideration and adoption.

SIGNATURES

@‘/ 25los] 2ensS
MR KL MUCAUDZI DATE |

MUNICIPAL MANAGER

ADOPTED BY THE COUNCIL OF DR AB XUMA LOCAL MUNICIPALITY

—

( et 24|05 2025
CLLR S ZANGQA DATE /
HONOURABLE MAYOR

.....................................................................

RESOLUTION NUMBER: 08\ Q?S’\OS <

BACKUP POLICY Page 7 of 6



