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DEFINITIONS

Anti-Virus Software which protects the computer from
mallicious software which harms computers and the
network in which they reside.

LEGISLATIVE FRAMEWORK

ISO/IEC 27001 is the international standard for information security. It sets
out the specification for an effective ISMS (information security
management system). ISO 27001's best-practice approach helps
organisations manage their information security by addressing people,

processes and technology.

HOD -Head of Department

2. PURPOSE OF THIS POLICY

Anti-Virus and Patching are an important security mechanism required

in the protection of computers on the DR AB Xuma Local Municipality.
The purpose of this policy is:

2.1 Establish requirements which must be met by all computers
connected to the

DR AB Xuma Local Municipality Domain\Network

2.2 Ensure effective virus and hacking detection and prevention.
3.SCOPE OF THIS POLICY

This policy is applicable to all users whose computers are connected
or linked to the DR AB Xuma Local Municipality network. This includes, but

is not limited to, desktop computers (PC’s), Laptop Computers, Servers,
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File/FTP/Proxy Servers and any hardware equipment that are suspect

to virus or hacking attacks.

This policy also applies to service providers accessing the DR
AB Xuma Local Municipality's network.

4.POLICY STATEMENTS

4.1 All DR AB Xuma Local Municipality computers and servers must
have DR AB Xuma Local Municipality’s standard, supported anfi-
virus software installed on them.

4.2  The anfti-virus software must be scheduled to run at least once a
day.

4.3 The anti-virus software and virus pattern files must be up to
date.

4.4 Virus infected computers must be removed from the network until
they are confirmed as virus free.

4.5 Flash drives must be scanned for viruses before being used.

4.6 Any activities intended to create and/or distribute malicious
programs into DR AB XUMA Local Municipality’s networks (e.g.,
viruses, worms, Trojan horses, e-mail bombs, etfc.] are strictly
prohibited.

4.7 All computers, servers onsite and offsite owned/rented by the
municipality must be centrally updated and the ICT unit must
follow-up on error logs including taking proactive steps in

ensuring that all updates occur to all users including the servers.

5. HOW THIS POLICY WILL BE APPLIED

5.1 Where technology allows, this policy will be applied
automatically.
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5.1 IT Management reports and logs will be used to indicate possible
violations  as stipulated in the DR AB Xuma Local Municipalty’s

Acceptable Usage Policy ;

5.2 The senior manager of the employee alleged to have violated
this policy shall be responsible for ensuring that disciplinary
proceedings are commenced with in ferms of DR AB Xuma Local
Municipality's disciplinary procedure and policy. A failure on the
part of such manager to take the necessary steps regarding
disciplinary action, shall in itself be grounds for disciplinary action
being instituted against the manager concerned.

5.3 Managers should ensure that all their officials using computers,
are made aware of the contents of this policy.

5.4 Managers are required to apply the policy to subordinates
reporting to them.
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1.POLICY ADOPTION

The accounting officer will be the accountable custodian of this policy and must
ensure that this policy is submitted to the council for consideration and adoption.

2.POLICY REVIEW

This policy must be reviewed at least annually to ensure that it is adaptable to
operational changes and it is aligned with the legislative environment.

When deemed necessary on ad hoc basis, the Accounting Officer must submit
proposals of amendments of the policy to the Council for consideration and adoption.
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